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The Basics of Instant Messaging Interoperability

This paper presents the basics of Instant Messaging interoperability and discusses the
differences between server-to-server and client-to-client interoperability. The first part sets forth
the logistics of logging on to an IM system and how that system would work with
interoperability. The paper next explains how new services, such as instant news or
entertainment services, will be provided in the "buddy’ format, subject as always to the control
of the customer. The next part contrasts an interoperable system with the operation of a svstem
with no interoperability and analyzes the difficulty suffered by consumers where there is a lack
of client interoperability. The paper then reviews client-side interoperability and demonstrates
that, by definition, client-side interoperability is just as secure or private (no more and no less)
than no-interoperability. Moreover, these basic types of interoperability do not require the
sharing of intellectual property — only an understanding of what protocol is being used by each
IMSP. The paper finally concludes that server-to-server interoperability may also avoid the
need to run multiple clients for multiple services, but it is exponentially more complex without
vielding concomitant benefits on privacy and security.

Service Logon and Presence — Single System

Establishing an Account

Each IM service provider (“IMSP”) requires users to open an account to use its service. In order
to establish an account, a user must choose a login name (or username) and a password, both of
which are required for authentication purposes. The account may be subscription based, or it
may be provided without charge. To use a typical free IM service, the user must go to the
IMSP’s Web site, download any necessary client-software (hereafter “IMSP client”), and then
open an account (choosing a username and password).

Logging In

When users want to use an IM service , they need to log on and provide their chosen username
and password. This username and password information allows the IMSP to authenticate a
particular user logging in as the owner of the account. For security reasons, the usemame and
password themselves actually are not sent to the IMSP. Rather, the IMSP client exchanges with
the IMSP information derived from the username and password. This is a standard technique for
securely validating a user’s credentials or authenticity. If the user cannot provide the proper
combination of username and password, the IMSP will deny the user access to the IM service.

Presence

Once the user is logged in, the user establishes a “presence” relative to the IMSP. This presence
feature allows a user to appear to other users of the same IMSP. IMSPs allow the user to create
different presence types, such as “online,” “busy” or “away.” A user also can decide to watch
the presence information of “buddies,” if permitted by the buddies’ privacy settings. (Note that
AOL is one of the few IM providers which permits its users to monitor the presence of “buddies”
without their knowledge.) If a user can detect the presence of his or her buddies, the user will
receive notifications whenever a buddy logs in, logs out or changes presence information.



Messaging

Once a presence is established, a user may begin to send instant messages to other users. The
destination user 1s typically a pre-selected buddy — that is, someone with whom the sender has
agreed to exchange instant messages. When a message is delivered, the recipient will see the
message instantly appear on his or her device’s screen, or at least the recipient will get instant
notification that a message has arrived (e.g., a pager might beep when it receives an instant
message). Depending on system capabilities, the message can be a simple text message, a
picture, a video or a sound file.

It 1s important to note that as IMSPs begin to foster the delivery of additional services, a provider
of an additional service would be considered a buddy. For instance, a provider of instant news-
update services would be a buddy.

Some IMSPs also allow the user to send instant messages to people who may not be on the user’s
“buddy list,” including, even, a random user. In these cases, based on the IMSP’s features and
the privacy setting of both the receiver and the sender, the message may or may not be delivered.
Other IMSPs may ask a destination user if he or she wants to become a buddy of the sender
before allowing the sender to engage in instant messaging with the receiver.

Privacy Settings

Though all IM providers share certain basic privacy features, the nature of privacy protections
offered by IMSPs differs. IMSPs offer their users different mechanisms for protecting their
privacy, such as preventing third parties from seeing a user’s presence if the user does not want
them to and blocking third parties from sending that user instant messages. The default settings
also can differ from IMSP to IMSP. At a minimum, users can configure their privacy settings to
control which other users are allowed to monitor their presence information and which users can
send them messages. At the other end of the scale, users can configure their settings so that all
users, except those put on a “banned” list, can detect their presence and send them messages.

Without Interoperability

In the current environment, if users want to talk to their buddies on different services, users need
separate IMSP software running on their desktop device for each service provider. This means
that users typically have to download and set up multiple IMSP client software programs. Users
also need to open accounts and to establish usernames and passwords with each IMSP. It works
as follows: (1) each instant messaging client connects to its respective service provider; (2) users
log in individually to each IM service, having to remember their different login and password
combinations; (3) users set up their buddies for each IMSP client/service; (4) users establish
presence on the respective IMSPs; and (5) users send and receive instant messages.

If the two IMSP clients cannot speak to each other (i.e., they are not interoperable), a user cannot
simultaneously send instant messages to buddies who are on different systems. The user will be
able to send instant messages within the separate communities, but not across them. In addition,
in the no-interoperability case, the user must remember which of his or her buddies are on which
IMSP and must use the appropriate IMSP client to communicate with those buddies. Also, as the
user tries to add buddies, the user and the prospective buddies must agree on which IMSP to use.
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No Interoperability Case
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Client Side Interoperability

Where IMSP client software is interoperable (i.e., in the above diagram, Client A can
interoperate with Client B), many of these obstacles can be eliminated. The first four steps of the
process would work in the same way described above: each IMSP client would connect to its
respective service provider and transmit the users’ username and password to log in and each
IMSP client would establish the user’s presence on its respective IMSP. However, where the
clients are interoperable, the user would be able to select which IMSP client to use to send and
receive messages and to view presence information.

Although this certainly improves upon the process that currently exists in the non-
interoperability environment, the user experience with this type of functional inter-exchange of
instant messages remains limited. Users still must have IMSP client software running on their
computer or other device for each service on which they wish to have, and to receive, the
presence of their buddies. This means that a user typically has to download and set up multiple

programs.

This process can be simplified by ensuring that multiple IMSPs use compatible communications
protocols at their respective servers. In such a scenario, each IMSP will be responsible for
exactly the same transactions (logon and presence). The difference will be that a single IMSP
client may perform these transactions for multiple IMSPs, rather than requiring an IMSP client
for each IMSP. The only change in this scenario occurs on the user’s local computer. Instead of
many IMSP clients connecting to one server each, a single client establishes connections to
multiple IM servers.



Interoperable Client

Server A Server B

Internet

/

interoperability
Client

Local Computer

In order to establish these connections, the interoperability client needs to know the username N
and password for each IMSP on which the user has an account, just as each client needs to know -
the username and password for its respective IMSP today. But as far as each IMSP is concerned,
the exact same logon scenario is taking place. The only difference is that one client is executing
this scenario multiple times.

The process would works as follows: (1) When a user seeks to use an IM service, the
interoperability client would log on to multiple IMSPs at once, obtaining presence information
from each IMSP and aggregating this information to present it to the user. (This aggregation
occurs entirely on the local user’s machine, inside the client, as can be seen in the picture. No
information is collated or aggregated outside the user’s computer.) (2) The IMSP client then
would present to the user all the presence information, enabling the user to see all of his or her
buddies on all IM services in a single IMSP client.

Privacy and Security

In both these interoperability examples, no more information is shared between servers than in
the non-interoperability case. The user enters his or her username and password for each service
into client-software, but the information is transmitted in exactly the same way as in the no-
interoperability case. With client-side interoperability, each IMSP controls presence
management and privacy individually. Since client-side interoperability only affects the user’s
local machine, the security and privacy of the respective IMSPs are not weakened. Each server
enforces privacy and security just as it would in the non-interoperability case. By definition,
client-side interoperability is no less secure or private than no interoperability.

Moreover, these basic types of interoperability do not require the sharing of intellectual property
~ only an understanding of what protocol is being used by each IMSP.



Server-Server Interoperability

Server-server interoperability also avoids the need to run multiple clients for multiple services,
but it is a more complex undertaking. The solution is different from client-side interoperability
in that it only requires a single account, and a single logon sequence. The user connects to one

arbitrary server (the “logon server”™) with a single account’s username and password.

Server-Server Interoperability Case
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The logon server is responsible for contacting other services and retrieving presence information
for a user’s buddies on all other services. This information is aggregated by the logon server and
sent down to the client on a single connection. Likewise, an instant message to a buddy on
another service must first be sent through the logon server, then to the service that the other
buddy is logged on to.

To make server-server interoperability work, the servers of different IMSPs must “trust” one
another. Trust among servers is important because presence information and instant messages go
through multiple IMSPs (unlike in client-side interoperability). Also, there are many links in the
chain for exchanging this information, and each link is a different IMSP. Developing
mechanisms for establishing trust among different IMSPs’ servers and schema for exchanging
information are complex tasks. The IETF’s working group on Instant Messaging and Presence
Protocols is focusing intently on these issues. However, IM interoperability does not need to be
delayed to address this most complex form of interoperability because, as demonstrated above,
because client-to-client interoperability can be designed and implemented to protect consumer
privacy and security.



